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1 Control de versiones

El siguiente cuadro muestra el historial de cambios sobre el presente documento.

Fecha Autor Version Comentarios
10-01-2019 Kevin Moller 1.0 Creacioén del documento

15-01-2019 Kevin Moller 1.0 Documentacién




2 Introduccién

La aplicacion khipu permite a personas y empresas, pagar y cobrar, usando sus
cuentas corrientes o cuentas vista del banco, de manera facil y segura.

El terminal de pago de khipu es un navegador web especializado en pagos, por lo
que, valida el correcto uso de las paginas de los bancos, forma parte de un sistema
gue genera comprobantes de pago firmados electrénicamente, es reconocido por
los principales antivirus del mundo y se instala desde fuentes oficiales de cada
plataforma.

Adicionalmente, khipu no almacena ni envia claves u contrasefias a sus servidores
0 a terceros.

El andlisis consiste en el monitoreo y analisis de todo el trafico que genera la
aplicacion para las distintas plataformas, con el fin de detectar conexiones
sospechosas.

Esta revision incluye la version del terminal de pagos disponible para I0S 'y
Android .
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3 Obijetivo

El presente analisis se realiza mensualmente, en un dia y hora definida por Nivel 4
sin que khipu conozca esta informacion de antemano y tiene por objetivo certificar
gue khipu no recibe las claves bancarias de sus usuarios ni las comparte con
terceros. Adicionalmente, se r ealiza un Ethical Hacking al terminal de pago de I0OS
y Android .
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4 Metodologia

La metodologia utilizada para la realizacion de este andlisis de trafico de red s e
basa en la utilizacién de un equipo que captura este trafico entre el terminal de
pagos Yy los bancos, de acuerdo al siguiente diagrama:

Terminal de Pagos Movil

Punto de Acceso
inalambrico

Firewall Local Banco 1

Internet 4

V: Andlisis de

E o
Banco 3
Terminal de Pagos

Esta u otras metodologias pueden ser realizadas por cualquier organizacién o
persona natural que asi lo requiera.
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5 Ambito

Para el actual periodo se registraron cambios para las aplicaciones de iOS y
Android tanto en su version

como en su HASH

Platafor Version SHA256SUM
ma
Android 6.8.1 cale21d7bb85da81221c2eed04824b3e4ee90731b651e9be7b93
= f67c612e2bch
i0S 6.29 Ob6b1dc2c7ba0e9f41b47998abddc9dc45fb82¢c975¢4564d7b116
' 75f2dd4697a
Linux 1171922 1 f5533662c3cbce75ecc9d6fdf9632ffh189941533f4992efO0ed8aaf
i386 e "~ 1 82e6blbl
. 9321ae02910a9dfcd8801ca24cllad43e707a62e8b579bcb4al0d7
Linux x64 | 1.17.1922.1 9e0e77c908f
637f66c0b5c4d04f2291ffc71ee85643980ee3elebcl71flcaeb34
OSX 1.17.1922.1 30ff16a577
. €610e91976939e06ee53797db22f97f584c3063ae311ab8fab68a
Windows | 1.17.1922.1 581faf071e
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6 AnaAlisis de trafico de datos

Todo el trafico analizado entre el terminal de pagos y los bancos se establecio
mediante un canal seguro de comunicacion. Si bien se detecto trafico no seguro
(http) este corresponde a la validacién del estado de los certificados SSL de
algunos sitios, mediante OCSP y no durante la interaccidon con algun banco, en
ningun caso se enviaron credenciales de usuario o datos de relacionados con las
transacciones realizadas con el terminal de pagos al momento de realizar las
pruebas. Finalmente, el resto del trafico corresponde a consultas DNS vy tréafico
propio de una red local, como NTP, NETBIOS, ARP, entre otros.

En los siguientes puntos se detalla el trafico detectado durante el uso de la
aplicacion evidenciando que las transacciones se realizan de forma segura y no se
almacenan datos de usuario como, por ejemplo, claves del banco.

6.1 Trafico TLS (seguro) entreeltermi nal de pagoRpley Banco ®
APK

202 27702671 182 168.1.66 200.54.56.74 v: 280 client Hello

203 27,705689 200,54,56.74 192,168,1.66 TLSVL.2 1514 server Hello

204 27,705777 200,54,56.74 192,168,1.66 TCP 1514 443 — 51625 [ACK] Seq=1449 Ack=215 Win=4380 Len=1448 TSval=1368800880 TSecr=360001 [TCP segment of a reassembled PDU]
205 27.705830 200.54.56.74 192.168.1.66 TLSVL.2 332 certificate, Server Hello Done

206 27,707025 192,168.1.66 200,54,56.74 TCP 66 51625 — 443 [ACK] 5e0=215 Ack=1448 Win=65535 Len=6 TSval=350002 TSecr=1368800880
207 27.707074 182.168.1.66 200.54.56.74 TCP 66 51825 — 443 [ACK] Seq=215 Ack=2897 Win=65535 Len=6 TSval=350002 TSecr=1358500850
208 27,711081 192,168.1.66 200,54.56.74 TCP 66 51625 — 443 [ACK] 5e0=215 Ack=3163 Win=65535 Len=6 Tsval=350002 TSecr=1368800880
209 27.711134 192.168.1.66 192.168.1.1 DS 87 Standard query ox2cad A safebrowsing.googleapis.com

210 27,711184 192,168.1.66 200,54.56.74 TLSVL. 2 384 client key Exchange, change cipher Spec, Encrypted Handshake message

211 27.711344 192.168.1.1 192.168.1.66 DS 103 Standard query response 8x2c4d A safebrowsing.googleapis.com A 64.233.190.95

212 27.713341 200,54,56.74 192,168,1.66 TCP 66 443 ~ 51625 [ACK] Seq=3163 Ack=533 win=4912 Len=0 TSval=1368800888 TSecr=3s0002
213 27.714731 208.54.56.74 192.168.1.66 TLSVL.2 72 change Cipher Spec

214 27.714820 200.54.56.74 192.168.1.66 TLSVL.2 111 Encrypted Handshake Message
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6.2 Trafico TLS (seguro) entreelterm i nal de pagos y Banco ®Chi
Empresas

2 216.127343 7 168 50 4.56 T 785 Client Hello
216.179115 192.168.1.66 6 443 — 45603 [ACK] Seq=1 ACk=220 Win=38080 Len=0 TSval-1106880631 TSecr=378844

4364 216.179285  45.60.4.56 192.168,1.66 1514 server Hello
4365 216.179356  45.60.4.56 192.168.1.66 1514 443 — 45003 [ACK] Seq=1443 Ack=220 Win=30080 Len=1448 TSval=1106890631 TSecr=378844 [TCP segment of a reassembled PDU]
4366 216.179403  45.50.4.56 192.168,1.66 1266 certificate [TCP segment of a reassembled FDU]

4367 216.180361  45.60.4.56 192.168.1.66 823 Certificate Status, Server Key Exchangs, Server Hello bone

4368 216.181302  192.166.1.66 45.60.4.56 66 45003 — 443 [ACK] Seq=220 Ack=1448 Win=90624 Len=0 TSval:

4369 216.181429  192,168.1,66 45,60,4,56 66 45003 — 443 [ACK] Seq

4370 216.181644  192.168.1.66 45.60.4.56 66 45003 — 443 [ACK] Seq

4372 216.183895  192.168.1.66 45.60.4.56 65 45003 — 443 [ACK] Seq=220 Ack=4854 Win=99328 Len=o TSval=378850 TSecr=1106890831

4373 216.187390  192,168.1,66 45,60,4,56 TLSVL .2 192 client Key Exchange, change Cipher Spec, Encrypted Handshake Message

4374 216.244068  45.60.4.56 192.168.1.66 TLSv1.2 324 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

4379 216.304278  192,168.1,56 45,60,4,56 TLSVL.2 545 Application pata

6.3 Trafico TLS (seguro) entreel termi n a | de pagos y Banco ®Sc

APK

. 96.17.19 110 T 274 Client Hello
7599 295.257810  96.17.19.110 192.168.1.66 TCP 66 443 — 48108 [ACK] Seq=1 ACk=209 Win=30080 Len=0 TSval=208789273 TSecr=386757
7600 285.256318  96.17.19.110 192.168.1.66 TLsvi.z 1514 server Hello
7601 295.258402  96,17.19.110 192.168,1.66 TP 1514 443 — 48108 [ACK] 5eq=1448 Ack=209 Win=30080 Len=1448 TSval=208789273 TSecr=386757 [TCP segment of a reassembled POU]
7602 285.258457  96.17.19.110 192.168.1.66 TLSVL.2 1266 Certificate [TCP segment of a reassembled PDU]
7603 285.259504  192.166.1.66 96.17.19.110 TP 66 48108 — 443 [ACK] Seq=208 Ack=1449 Win=90624 Len=b TSval=386757 TSecr=208788273
7604 295.259726  96,17,19,110 192.168.1.66 TLSVL .2 1514 certificate Status [TCP segment of a reassembled PDU]
7605 285.259847  192.168.1.66 96.17.19.110 TcP 66 48108 — 443 [ACK] Seq=209 Ack=2897 Win=93440 Len=0 TSval=386757 TSecr=208789273
7606 285.260556  192.168.1.66 96.17.19.110 TP 66 48108 — 443 [ACK] Seq=208 Ack=4087 Win=98512 Len=b TSval=386757 TSecr=208788273
7607 295.260846  192,168.1,66 96.17.19,110 TP 66 48108 — 443 [ACK] 56q=209 AcK=5545 Win=99328 Len=0 TSval=386757 TSeCr=208789275
7608 285.261495  96.17.19.110 192.168.1.66 TLSVL.2 335 server Key Exchange, Server Hello Done
7609 295.262363  192.168.1.66 96.17.19.110 TR 65 48108 — 443 [ACK] Seq=200 Ack=5814 Win=99328 Len=b TSval=385758 TSecr=208789277
7610 295.265880  192,168.1,66 96.17.19,110 TLSVL,2 192 client Key Exchange, change Cipher Spec, Encrypted Handshake Message
7611 285.267992  96.17.19.110 192.168.1.66 TLSVL.2 324 New Session Ticket, cChange Cipher Spec, Encrypted Handshake Message
7612 295.307645  192.168.1.66 95.17.19.110 Tisvi.z 743 application pata
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Trafico DNS
APK

Protocol Length
(1]

Info
2536 31, 766485 8i Standard query 0x1i%h &

. google-analy Hies con

2321 31786788 oKs Z27 SISMArd guery Tespanse Siidzh A i Dasole-analyILcs. cob CNMME Ln-goagle-analyTice 1. GR0ple.Con & B4.213.180.113 A 84,253, 160.138 A 64,233, 190.100 & 64.233.399.138 &4
ons 50 standard query oxiedd & conneci. faceboa
DHS 128 Standard query response Bxledd A ;unnwl hs-bvnk net CHAME scontent.xx. fbedn.net A 179.60.193.28
2508 32 izxaso oks 76 Standard query OXIS9 A v, facsbook.con
2870 ohs 323 Siandard query response Dr1dd6 & wac Tacebook <o CIARE star-mind.c10r. facebook.con A 176.69.183, 38
ohs 53 Standard query DXA3T3 A Stats.g.doubleclick.ne
ois 354 SHaNdArd AT responsa cua3TS A S1RLE B AnBLACLICE et CANE stats. L doubleclick.net & 64,253,165 155 A 54,239,168, 157 A 54,297 196,155 A 54.293,186.15%
bhs 73 Standard query 83922 A s, google.c
oKs 09 Standard query response 0x02s2 A unw.poople.cl A 84,233.190.5
ons 7 standard query 0x1615 4 cdn.appdmasics. can
ohs 143 S1andard query response Bx181S A con.agpOyRARLES, o8 A 52.84.130,154 A 52.84.135,158 A 52.84.138,167 A 52.84.188.11
oKs 53 Standard quary Gx2485 A col.,sua-RDpdyNamics ct
bhs 211 Slandard query respunse Bx2485 A col.cun-appdynawics.con A 34,167.20.226 A 34,225.55.230 A 34,253.163.00 A 34,205.208.184 A 34.225.238.150 & 34,280.114,162 A 34,232,158
oks 83 Standard query 0xSS7d 4 KIportal,bancoripley.cl
ons 53 standard query response oxss7d A alpor tal bancoripley.cl A 200.54.58.74
DHS. 81 Standard query 0a718b A bancoripley letsta.lk
3420 01.837421 DHS 100 Standard query response Bx718b A bancoripley lvtsia 1k CHARE productionapploadbalancer - 378843874 us-west-1.elb.anazonaus.com 4 52.0.77.84 A 52.0.50.60
1481 82.785281 oks 84 Sandard query OXOTE1 A '/, gODLETAQKENEGET . Ci
ons o Standard query oxsusa & 931 geogle analyics. o
i oHE 184 Standard query respanse Bugfal google.cou A 172,217.182.57
344 92.707134 oKs e s e e Sl A e s e ey e e A e e
3503 83208207 b 77 Standard query 8x3771 & cdn.nouse Lo, cos
38504 53.207854 oKs 155 SISMMArG guery Tespanse Su37T A SO BOUSSTIGNCoN CUAE Fec.MOUSSTIONARS [10NA-0n.Con 4 33,111..3
3510 53. 730757 ons 5 standard query oxzbeb & connect.
3511 93.239858 DHS 128 Standard query respanse BxZbeb A €DIII'W(| hs-bvnk net CHAME scontent.xx. fbedn.net A 179.60.193.28
3501 83704859 oks 76 SHandard query OXICE A v, TacEbook .con
3862 53 708874 ohs 121 5landard query respanse 0x3064 A uw. acebook,con CHAKE star-wind.clor. facebook.com A 179.60.183,38
3678 54338514 ohs 73 Standard query Ox0EDS A cdn.apadynawics.can
3677 94 337478 ois 343 S1aNArE QUATY retpansa 030303 A COB.MGOTANLCS, Con A ST.84.169.154 A SE.84.160.11 A 52.64.180.167 A 52.84.100.1
3889 05.503827 DHS 83 Standard query 0x1142 A col.ews-appdynamics.com
1680 85, 508160 oks EIE SISMGArG query respanse G2 A oL SN SDORYTAKICS Con A S2,3.12.83 A 5222 55176 A 5245107248 A 52.205.167.45 A 52,202 107,37 A 52,44, 190.061 A 52,205 39881 4 35,
ons % standard query 016450 & cgeiapommaacentralicy. cue
d ohs 147 Standard query response oxs ity.con.cl cum ity.gslb,coe.cl A 188.198.34.32
4055 199, 269270 oKs T8 Standard Quary ovibsi A oraph facesock con
4056 198, 291161 DKS 136 Standard query response Ba$bSL A graph, facebook. I:Ul CHAME apl. facebook .com CHAME star.cl6r. facebook com A 178.66.183.16
4357 216.020758 ons 88 5tandard query 0xc814 4 parfalpersonas. bancochils
4358 216. 022658 ohs 340 STMRIATd QUATY FB4ponEA SCERLE A BOr {RIpOTBONME. MACOCRALE. L CHARE IR ¥, INCABANS. M A 45.48.4.58
4834 217.313093 ois 79 standard query oxbzfc A login.bancochile.cl
4435 217.315037 DHS 131 Standard query response Bxb2fc A login, Daﬂl:ncmll I:J CHAKE x3hfncr.x.incapdns.net A 45.66.4.56
4873 219, 087751 oks U7 Standard quary Ox9re3 A 1nagepersonas. bancochle
1524 219 088338 ons 215 slandard query response oxsfes A hile.cl CUANE inagep 2048333488, us - east-1 . elb, amazonavs. COR A 54,235.128.1 A 174,129.237.67 & 5
4584 713, 55507 ohs 58 Standard query SaGcb A Kainpersunas. bancachie. i
4965 219.560072 oKs 212 5tandard quary responsa oxfoch A ainpar hile.cl CHARE waing I us-sast-1,alb, anAzonaws . COR A 54,225.239,163 A 104.73,150.146 & 54
s262 220, 403287 [ 37 Siandard auery budoec A hatochoraonso.ancmeni1e 1
263 220,408 ohs 214 Standard query respanse oudzec A uchile.cl CHARE notess -SEI130384,Us-£ASL-1, 10, SNAZONAUS CON A 54.243,193,158 A 54,243.187,113 A 1
sz6s 720, 433528 ons o7 standard query owa273 & velocparsanss ancocni e ¢
5268 220, t!E!« DHE 214 Standard query respanse Bx#272 A velocper: hile.cl CHANE il bi hile-cl- 20670943 ~1.0lb.asazonaus com A 54.243.225.35 A 23.23.172.85 A 54.1
5715 224.0 oks 88 standard query 933074 4 costapomevaazentrality. el
716 224 ﬂs!iu DHS 147 Standard query response BxS074 rality.cge.cl CHamg 1ty.gslb.cge.cl 4 186.148.34.32
7582 295, 235288 8.1 X ohs 17 SLARdAd Quiry OXSLES A Vil 0 ELSBANK £
7504 295.237333 192,169 192,18 1,56 ois 170 5tandard query respanse 0uib3 A L. scotiabank.cl CUANE wwa. scotisbank cl adgekey.net CHARE 10175 b, akanaiedge not & 96.17.19.13

Tréfico HTTP

IPA

No se detecto trafico HTTP durante este periodo.

Otro Tréfico

IPA

Time

Source

Protocol Length

2891
3368
3369
4047
4048
4135
4136
6889
6B90
7580
7593
8485
8496

36.884005
89.070675
89.101165
144.910045
145.097195
203.299351
203.378184
248, 468823
248.517852
295.198276
295.236503
318.053477
318.053540

3:87:7b
Ubiguiti_c3:ds:8c
Motorola 13:87:7h
Ubiguiti_c3:ds:9c
Motorola 13:87:7h
ubiguiti_c3:ds:sc
Motorola 13:87:7h
ubiguiti_c3:ds:sc
Motorola_13:87:7h
ubiguiti_c3:ds:sc
Motorola_13:87:7h
Motorola_13:87:7h
Ubiguiti_c3:ds;sc

0
Ubiquiti_c3:d5:9¢
Motorola_13:87:7h
Ubiguiti_c3:d5:9¢c
Motorola_13:87:7h
Ubiguiti_ec3:d5:9¢c
Motorola 13:87:7h
Ubiguiti_ec3:d5:9¢c
Motorola 13:87:7h
Ubigquiti_ec3:d5:9¢c
Motorola 13:87:7h
Ubiguiti_c3:ds;sc
Ubiguiti c3:ds:sc
Motorola_13:87:7h

ARP 42 192,168.1.66 15 at do:f8:8ci13:87:7b
ARP 60 Who has 192.168.1.667 Tell 192.168.1.1
ARP 42 192,168.1.66 is at do:fs:8ci13:87:7b
ARP 60 Who has 192.168.1.667 Tell 192.168.1.1
ARP 42 192,168.1.66 is at do:fs:8c:13:87:7b
ARP 60 Who has 192.168.1.667 Tell 192.168.1.1
ARP 42 192,168.1.66 is at do:fs:8c:13:87:7b

ARF 60 who has 192.188.1.667 Tell 192.168.1.1
ARP 42 192.168.1.66 is at do:fe:Bci13:87:7h
ARF 60 who has 192.188.1.667 Tell 192.168.1.1
ARF 42 192.168.1.66 is at do:fs:8c:13:87:7h
ARF 42 who has 192.188.1.17 Tell 192.168.1.66

ARF 60 192,168.1.1 is at fo;9f:c2:c3:d5:9¢c
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6.4 Tréafico TLS (seguro) entreeltermi nal de pagos y Banco ®Rip

IPA

158. 025466 168.1.5: L client Hello
5108 158029472 192,168.1.52 TLSVL.2 1514 server Hello
5109 158.029533 . 192 .168.1.52 TCP 1514 443 ~ 63512 [ACK] Seq=1449 Ack=234 win=4380 Len=1448 TSval=1373454066 TSecr=679033276 [TCP segment of a reassembled PDU]
5110 158. 029565 . 192 .168.1.52 TLSv1.2 332 certificate, Server Hello Done
5112 158164446 200.54.56.74 TCF 66 63512 —~ 443 [ACK] Seq=234 Ack=2897 win=85535 Len=0 TSval=679033402 TSec 373464066
5113 158799515 200.54.56.74 TCP 66 63512 — 443 [ACK] Seq=234 Ack=3163 Win=65535 Len=0 TSval=679033997 Tsec 373464066
5116 158811445 200.54.56.74 TLSVL.2 384 client Key Exchange, change cipher Spec, Encrypted Handshake Message
5117 158814566 . 192 .168.1.52 TCP 66 443 — 63512 [ACK] Seq=3163 Ack=552 Win=4931 Len=0 TSval=1373464851 TSecr=679034024
5118 158.815872 . 192 .168.1.52 TLSv1.2 72 Change Cipher Spec
5119 158.815897 . 192.188.1.52 TLSVL.2 111 Encrypted Handshake Hessage
5121 159,204764 200.54.56.74 TCP 66 63512 — 443 [ACK] SeQ=552 ACk=3169 Win=65535 Len=0 TSval=679034448 TSec 373464852
5122 159,204799 200.54.56.74 TCP 66 63512 — 443 [ACK] SeQ=552 Ack=3214 Win=65535 Len=0 TSval=679034448 Tsec 373464852
5125 1592085185 192.168.1.52 200.54.56.74 TLSV1.2 467 Application Data

6.5 Trafico TLS (seguro) entre el term inal de pagosy Banco ® Chi | e
Empresas

192.168.1.52 5.60.4.56 TLSV1.2 304 Client Hello
7039 264,603519 45.60.4.56 192,168.1.52 TCP 66 443 — 63534 [ACK] Seg=1 Ack=239 Win=30086 Len=0 T5val=1108035953 TSecr=679139604
7040 264,603832 45.60.4.56 192,168.1.52 TLSV1.2 1514 server Hello
7041 264603893 45.60.4.56 192.168.1.52 TCP 1514 443 — 63534 [ACK] Seq=1449 Ack=233 Win=30080 Len=1448 TSval=1108035953 TSecr=573139604 [TCP segment of a reassembled PDU]
7042 264603923 45.60.4.56 192.168.1.52 TLSv1.2 1266 certificate [TCP segment of a reassembled FDU]
7043 264.604701  45.50.4.56 182.168.1.52 TLsvi.2 854 Certificate Status, Server key Exchange, Server Hello Done
7044 264.734223  192.188.1.52 15.50.4.56 Tce 56 63534 ~ 443 [ACK] Seq=239 Ack=2897 Win=126536 Len=0 TSva
7045 284,734257 192,168.1.52 45.60.4.58 TCF 66 63534 — 443 [ACK] Seq;

7046 264,734296 192.168.1.52 45.60.4.56 TCP 66 63534 — 443 [ACK] Seq=239 Ack=4895 Win=127616 Len=0 TSval

7047 264,734321 192.168.1.52 45.60.4.56 TCP 66 [TCP Window Update] 63534 — 443 [ACK] Seq=239 Ack=4895 Win=131072 Len=8 TSval=679139822 TSecr=1108035953
7048 264,808383 192.168.1.52 45.60.4.58 TLSV1.2 228 client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

7049 264862056 45.60.4.56 192.168.1.52 TLSV1.2 117 change Cipher Spec, Encrypted Handshake Message

7050 265.450869 192.168.1.52 45.60.4.56 TCP 66 53534 — 443 [ACK] Seq=401 Ack=4946 Win=130944 Len=0 TSval=679140547 TSecr=1108036018

7051 265.452159  192.168.1.52 45.50.4.56 Tisvi.z 448 application Data

6.6 Trafico TLS (seguro)entreel t er mi nal de pagos Yy Banco ®S

IPA

10211 357 769591 192.168.1.52 95.17.18.110 TLSv1 3 Client Hello
TP

771179 96.17.19 192.168.1.52

10213 357.771730 96.17.19.110 192.168.1.52 TLSv1.2 1514 Server Hello

10214 357.771781 96.17.19.110 192.168.1.52 TCP 1514 443 — 63567 [ACK] Seq=1449 Ack=228 Win=30080 Len=1448 TSval=213384652 TSecr=673232437 [TCP segment of a reassembled PDU]
10215 357.771812 96.17.19.110 192.168.1.52 TLSv1.2 1266 certificate [TCP segment of a reassembled PDU]

10216 357.772542 96.17.18.110 192.168.1.52 TLSV1.2 1514 certificate Status [TCP segment of a reassembled PDU]

10217 358.021273 192.168.1.52 96.17.198.110 TCP B6 63567 — 443 [ACK] Se 28 Acl &) 768 Len=0 TSval=67923281% TSec 13384652

10216 356.021307  192.168.1.52 96.17.19.110 Tce 66 63567 — 443 [ACK] Se Len=0 TSval=679232819 TSecr=213384652

10218 356.021373  192.168.1.52 96.17.19.110 Tce 66 [TCP Window Update] 63567 - 443 [ACK] Seq=228 Ack=4087 Win=131072 Len=0 TSval=679232819 TSecr=213384652
10220 356.023198  95.17.19.110 182.168.1.52 Tisvi.2 383 Server Key Exchange, Server Hello bone

10221 356.123683  192.168.1.52 96.17.19.110 Tce 56 63567 ~ 443 [ACK] Se Len=0 Tsval=679232920 TSecr=213384853

10222 356.195231  192.168.1.52 96.17.18.110 Tce 56 63567 ~ 443 [ACK] Seq=228 Ack=S842 WiN=130888 Len=o TSval=579232980 TSecr=213384984

10223 358,195267 192.168.1.52 96,17.19.110 TLSV1.2 192 client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10224 358,199227 96.17.19.110 192 .168.1,52 TLSV1.2 117 change Cipher spec, Encrypted
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No se detecto trafico HTTP durante este periodo.
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